University of Vermont

UVM ScholarWorks

College of Nursing and Health Sciences Doctor

of Nursing Practice (DNP) Project Publications College of Nursing and Health Sciences

2022

Optimizing Secure Patient Messaging Workflow in a Vermont
Primary Care Clinic

Kimberly S. OLeary
University of Vermont

Follow this and additional works at: https://scholarworks.uvm.edu/cnhsdnp

6‘ Part of the Family Medicine Commons, Internal Medicine Commons, Nursing Commons, Quality
Improvement Commons, and the Telemedicine Commons

Recommended Citation

OLeary, Kimberly S., "Optimizing Secure Patient Messaging Workflow in a Vermont Primary Care Clinic"
(2022). College of Nursing and Health Sciences Doctor of Nursing Practice (DNP) Project Publications.
88.

https://scholarworks.uvm.edu/cnhsdnp/88

This Project is brought to you for free and open access by the College of Nursing and Health Sciences at UVYM
ScholarWorks. It has been accepted for inclusion in College of Nursing and Health Sciences Doctor of Nursing
Practice (DNP) Project Publications by an authorized administrator of UVM ScholarWorks. For more information,
please contact scholarworks@uvm.edu.


https://scholarworks.uvm.edu/
https://scholarworks.uvm.edu/cnhsdnp
https://scholarworks.uvm.edu/cnhsdnp
https://scholarworks.uvm.edu/cnhs
https://scholarworks.uvm.edu/cnhsdnp?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1354?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1356?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/718?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1430?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1430?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1367?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
https://scholarworks.uvm.edu/cnhsdnp/88?utm_source=scholarworks.uvm.edu%2Fcnhsdnp%2F88&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:scholarworks@uvm.edu

Kim O’'Leary, DNPc, RN

Optimizing Secure Patient Messaging Workflow

Project Advisor: Margaret Aitken, DNP, APRN, ANP-BC -- Site Mentor: James Willlamson, MHA, Practice Supervisor, Adult Primary Care

Background

Secure patient messaging is an asynchronous
communication tool designed for non-urgent questions.
While increasingly popular with patients, it is sometimes
used-inappropriately for advice on urgent concerns such
as chest pain, falls, and suicidality. Clinical staff may not
respond in a timely manner to these concerns given
current workflows that prioritize other methods of
communication such as phone calls to the office.

Purpose

Develop a methodology to improve the timeliness,
effectiveness, and safety of secure patient messaging
workflow within one primary care office in suburban
Vermont.

Methods

Pre-Implementation:

eClinical staff surveyed at baseline utilizing the Likert
scale to assess current attitudes toward messaging
workflow

e Baseline incoming message types and quantities
cataloged

Implementation:

ePiloted an RN redeployment model to focus on secure
messaging

 Developed patient education materials

e\Weekly audits of message types

eDaily audits of message quantities and RN stress levels

Post implementation:
eFollow-up staff survey to assess effectiveness of trialed

changes

“RNs succeeded in establishing a routine where
MyChart messages were centralized for 2-4 hours

per day. This is a huge accomplishment given all the
human/change management factors involved.” —

| feel the process for secure messaging is timely (ie patients get a response within 24 hours).
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“Offices not realigning their task priorities to align with the rapid change in
patient behavior (i.e. patients use portals more, while...offices continue to rely
on older forms of communication) creates a vortex where more portal messages
AND telephone encounters occurs as offices struggle to keep up due to being
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Effective The process for secure messaging is effective (patient needs are met and high quality care is provided).
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Safe

We have an effective process for addressing urgent messages quickly (chest pain, suicidality,
falls, etc)
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Figure 1: Clinic staff attitudes concerning timeliness, efficacy
and safety of secure messaging workflow all significantly
improved during the pilot. Pre-implementation survey n = 17;
post implementation survey n = 15

Results

*Post-implementation survey findings showed a clear
improvement in staff attitudes regarding efficiency,
timeliness and safety of secure messaging process during
the pilot

*Audits of messages showed marked improvement in timely
responses and fewer urgent messages incoming to the office
overall

*Patient communication with tips for appropriate messaging
had open rate of 38% (n=1274) and positive response from

readers

‘It was much better to see the messages during the work
day than have them forwarded overnight and knowing the
patient had already waited all day for an answer they
hadn't gotten.” — project participant

project participant
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‘behind the times’.” — project participant

Number of Messages Greater Than 24 Hours Without Response
Each Day of Pilof

Best practice is all messages
answered within 24 hours of
receipt.

Most days only 1-2 messages
were left unanswered
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Limitations

*Concurrent initiative to reduce overall in-basket volumes made it
difficult to discern how much reduction in secure messages
attributable specifically to pilot

*RN stress levels are subjective and not necessarily correlated with
secure messaging vs. other stressors, such as pandemic

*Message auditing/categorization an exercise in clinical judgement
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Conclusions and Practice Implications

Data clearly shows that patients like and use secure messaging, often
preferring it to calling their clinic. However, clinic workflows have
traditionally prioritized responding to incoming phone calls, despite
the fact that secure messages are becoming more involved, more
urgent, and more frequent. This project demonstrated that
committing to a change in office workflow can result in more timely,
efficient, and safe patient care. It did so without any financial
investment and via a model that can be easily adopted by other
primary care or specialty care ambulatory clinics.
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