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Why It Matters 
 

The internet is a great support tool to 

help patients understand medical 

conditions and to aide in decision 

making. 

 However, online health information is 

not always accurate.  

False online health information may 

be harmful to one’s health and the 

health of others. 

When accessing health information 

online it is important to be skeptical 

and to take a moment to find out if the 

information is coming from a reliable 

source. 

Never rely solely on online resources 

when making health care decisions. 

Always discuss with your healthcare 

provider. 

 

 

Tips to help you 
identify rip-offs 

 
One product does it all. Be suspicious 
of products that claim to treat a variety 
of diseases.  

Personal testimonials. Success stories, 
such as, “It cured my cancer” or “My 
diabetes is gone,” are easy to make up. 

Quick fixes. Few medical conditions can 
be treated quickly. Beware of language 
such as, “Lose 30 pounds in 30 days” or 
“eliminates skin cancer in days.” 

 “Miracle cure.” Alarms should go off 
when you see this claim or others like 
“scientific breakthrough”. If a real cure 
was discovered, it would be widely 
reported and prescribed by providers. 

Questionable Claims. Statements like 
“The pharmaceutical industry and the 
government are working together to 
hide information about a miracle cure” 
are always untrue.  

 
Fraudulent health products are not 
always easy to spot. If you're tempted 
to buy a product online check with 
your provider. 

Reference: FDA.gov 
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Use Caution Sites 

  

    
 
 
 
Commercial Sites: All websites with 
addresses that end in .com are 
commercial sites. Anyone can create 
a .com website. While many offer 
accurate information it is important to 
double check what you read. These 
sites may be published by someone 
trying to sell products or services or 
have something to gain.  
 
Blogs: Use care when reading blogs. 
While many contain useful information, 
some include rumors, myths, or 
inaccurate information.  
 
Wikipedia: Anyone who has access to 
the internet can write and make changes 
on Wikipedia. Because of this, health 
related articles on Wikipedia may have 
inaccurate, outdated, or misleading 
information. 
 
 

Recommended Sites 
HealthReach: health info, including 
videos, in multiple languages including 
English, Somali, Nepali, and more. 
https://healthreach.nlm.nih.gov/ 
 
KConnect Health: A search engine like 
google but only includes trustworthy 
health info. 
https://search.kconnect.eu/beta/ 

Medical Library Association: 
Recommends health websites by topic 
and offers guidelines for evaluating 
websites. 
https://www.mlanet.org/resources/use
rguide.html 
 
MedlinePlus: Reliable info about 
diseases, and medical conditions. 
https://medlineplus.gov/webeval/webe
val.html 
 
National Center for Complementary 
and Integrative Health: Info on 
supplements, herbs, and alternative 
medicine. https://nccih.nih.gov/ 
 
National Institute on Aging: Evidence-
based info on health and aging. 
https://www.nia.nih.gov/health 
 
Center for Disease Control (CDC): US 
public health agency  
https://www.cdc.gov/ 
 
Familydoctor.org: Medical and health 
info from the American Academy of 
Family Physicians..  
 
KidsHealth.org: Articles, videos, and 
health tools for kids, teens, and parents. 
 

When looking at health 
information ask yourself 

WHO, WHAT, WHERE, 
WHEN and WHY 

 
WHO: Who runs or created the website 
or app?  What is their background and 
education level?  
 
WHAT: What is the website or app 
promising or offering? Do the claims 
seem too good to be true? What do they 
want from you?  
 
WHERE: Where does the information 
come from? Is it based on scientific 
research?  Is the information reviewed 
by experts? 
 
WHEN: When was the information 
written or reviewed? Is it up-to-date? 
Health care and medicine is constantly 
changing.  For example, medications 
prescribed in the past, are often replaced 
by more newer effective medications.  
 
WHY: Why does the site or app exist? Is 
it trying to sell a product or sponsored 
by a for profit company?  Sites that sell 
products may only provide information 
that promotes sales. 
 

**The “About Us” page can help 
answer these questions. 
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